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In the video linked below, Robert Bell describes the collaboration
between Pathway Connectivity, Pharos Controls, and SixEye to provide
control to the lighting on The Niagara Falls. This app based control for
a system that spawns between the United States and Canada, is an
impressive and seamless integration of Dynamic Control.

With a proven record of innovation and quality, Pathway is the industry
leader for DMX network solutions, designing, manufacturing, and
supporting an innovative family of products that enable theatrical,
commercial, and architectural lighting systems. Pathway products are
easy to use and have a robust and comprehensive feature set.

Pharos, another innovator in the Dynamic Controls Space, used the
Pathway backbone while providing the compact and cutting edge LPC4
that controls both the American and Canadian sides of The Falls. The
Pharos integrates with Pathway Vignette wall stations as well as
remote management with cloud based control through SixEye.

All of these controls are available through sixteen5hundred, ask your
rep for more details for DMX, DALI, RGB, Tunable White and More. 
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C L I C K  V I D E O  F O R  N I A G A R A  F A L L S  C O N T R O L S

SEE HOW A CONSORTIUM OF OUR BRANDS COME TOGETHER TO LIGHT NIAGARA FALLS

https://16500.com/
https://youtu.be/CNHXfXBQEiQ
https://youtu.be/CNHXfXBQEiQ
https://youtu.be/CNHXfXBQEiQ
https://youtu.be/CNHXfXBQEiQ
https://youtu.be/CNHXfXBQEiQ
https://youtu.be/CNHXfXBQEiQ
https://youtu.be/CNHXfXBQEiQ
https://youtu.be/CNHXfXBQEiQ
https://youtu.be/CNHXfXBQEiQ
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SECURITY BACKGROUND INFORMATION



On January  1 ,  2020 ,  Ca l i forn ia  was  the  f i rs t  s ta te  to  enforce  cybersecur i t y
and IoT  re la ted  leg is la t ion .  Oregon ,  New York  and Massachuset ts  are
fo l lowing  su i t .  Ca l i forn ia ’ s  law i s  T i t le  1 .81 .26  “Secur i t y  o f  Connected
Dev ices ”  and mandates  that  we equ ip  our  products  w i th  secur i t y  features
that  are  appropr ia te  to  the  nature  and funct ion  o f  the  dev ice .  By  law ,  th is
encompasses  a l l  products  that  are  ass igned In ternet  Protoco l  addresses
which  can  connect  to  the  In ternet  d i rect l y  or  ind i rect l y .  Pathway
Connect i v i t y ,  a  d iv i s ion  o f  Acu i ty  Brands ,  w i l l  on ly  sh ip  compl iant  dev ices
regard less  o f  the  jur i sd ic t ion  in to  wh ich  they  are  so ld .

Pathway  Connect i v i t y  So lut ions® is  par t  o f  Acu i ty  Brands ,  a  pub l i c l y - t raded
company  and the  largest  l i ght ing  manufacturer  in  North  Amer ica .   Acu i ty
takes  these  new laws  and the  potent ia l  threats  very  ser ious ly  and i s
commit ted  to  mi t igat ing  any  harm to  i t s  customers .  As  a  resu l t ,  Pathway
Connect i v i t y  products ,  are  implemented w i th  add i t iona l  secur i t y  features .
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C Y B E R  S E C U R I T Y  ~  P A T H W A Y

>> Watch Pathway Security Videos

AUTHENTICATED FIRMWARE UPGRADES

PASSWORD PROTECTED NETWORK

DEVICE-TO-DEVICE AUTHENTICATION

GUEST CONTROLLER ON-RAMP

https://16500.com/
https://pathway.acuitybrands.com/resources/network-security
https://pathway.acuitybrands.com/resources/network-security
https://pathway.acuitybrands.com/resources/network-security
https://pathway.acuitybrands.com/resources/network-security
https://pathway.acuitybrands.com/resources/network-security
https://pathway.acuitybrands.com/resources/network-security
https://pathway.acuitybrands.com/resources/network-security
https://pathway.acuitybrands.com/resources/network-security
https://pathway.acuitybrands.com/resources/videos
https://pathway.acuitybrands.com/resources/network-security
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Wired and Wireless System shall be compliant with California Civil Code Title 1.81.26,
Security of Connected Devices, approved under Senate Bill No. 327 (2018).
Vendor must provide a clear and documented method to contact them regarding a
vulnerability and should have a dedicated Product Security Incident Response function.
Company shall build its security risk, governance and compliance infrastructure leveraging
standards-derived policies, industry best practices and guidelines.
Lighting control system shall disallow the use of default passwords and require passwords
to be updated prior to use.
System controller or gateway shall support user role-based access, such as administrator,
user, and viewer.
System controller or gateway shall use signed firmware to ensure that unmodified,
authentic software is always installed.
System controller or gateways communicating across an IP network shall protect in-transit
data using strong encryption algorithms such as AES or TLS1.2+.
All cloud-based communications shall use Transport Layer Security version 1.2 or later
(TLS 1.2+).
Wireless devices shall use AES encryption to secure communication, with unique
encryption keys for each job site.
Wireless devices shall use signed firmware to ensure that unmodified, authentic software
is always installed.

California’s Civil Code Title 1.81.26, Security of Connected Devices, approved under
Senate Bill No. 327 (2018) is effective on January 1, 2020. This law is the first of its
kind and is designed to provide discipline and minimum-security requirements to
protect all connected devices and data from unauthorized access and other
malicious actions.

Acuity Brands is taking this new law very seriously and has engaged in a year-long review of all
its connected devices, including nLight®, Atrius®, Fresco™, ROAM®, and Pathway
Connectivity Solutions® products. This review consisted of validating existing security
measures and implementing additional security features so that all Acuity Brands
products/solutions offered for sale in California after January 1, 2020, at a minimum, will
comply with Title 1.81.26.

Cybersecurity Law and Networked Lighting Controls

nLight® AIR Security Architecture
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C Y B E R  S E C U R I T Y  ~  n L I G H T

https://16500.com/
https://insights.acuitybrands.com/psirt/acuity-brands-commitment-to-cybersecurity-protection
https://insights.acuitybrands.com/psirt/acuity-brands-commitment-to-cybersecurity-protection
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https://insights.acuitybrands.com/psirt/acuity-brands-commitment-to-cybersecurity-protection
https://insights.acuitybrands.com/psirt/acuity-brands-commitment-to-cybersecurity-protection
https://insights.acuitybrands.com/psirt/acuity-brands-commitment-to-cybersecurity-protection
https://insights.acuitybrands.com/psirt/acuity-brands-commitment-to-cybersecurity-protection
https://www.acuitybrands.com/support/product-security-vulnerability-policy
https://nlight.acuitybrands.com/-/media/abl/nlight/files/resources/literature/cybersecurity-law-and-networked-lighting-controls.pdf?la=en&hash=38D11489084C4582A7B2C14F372115E1&forceBehavior=open
https://nlight.acuitybrands.com/-/media/abl/nlight/files/resources/literature/nl_9099_nlight-air-security-brochure.pdf?la=en&hash=73A31F59D8ADAACEA5F1764F740E5355&forceBehavior=open
https://www.acuitybrands.com/support/product-security-vulnerability-policy
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The SensorSwi tch™ Ha leon BTP sensor  i s  eas ier  to  program than ever
before  w i th  the  new f lash l ight  wakeup feature .  The  SensorSwi tch  Ha leon
BTP sensor  i s  the  f i x ture  in tegrated  occupancy  sensor  w i th  a  d imming
photoce l l ,  mak ing  the  h igh  bays  w i th  th is  techno logy  idea l  for  s tanda lone
industr ia l  l i ght ing  contro l  app l i ca t ions .

The  Ha leon sensor  i s  programmed us ing  the  VLP Mobi le  App ,  where  you can
set  occupancy  t ime de lay ,  d imming ,  t r im va lues ,  day l ight  harvest ing ,
photocontro l  opt ions  and more  f rom your  warehouse  f loor  -  e l iminat ing  the
need  to  use  a  l i f t  o r  ladder .  

Programming  ind iv idua l  f i x tures  w i th  the  SensorSwi tch  VLP Mobi le  App i s
eas ier  than ever  w i th  the  new f lash l ight  wakeup feature .  Th is  new feature
a l lows  you to  update  ind iv idua l  f i x ture  set t ings  qu ick ly  and eas i l y  a f ter
complet ing  batch  programming . ​

HALEON BTP PRODUCT PAGE
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Program lighting controls from the ground with the SensorSwitch VLP
Mobile App
New wakeup feature takes the guesswork out of customizing programming for specific fixtures
Advanced security settings
Excellent Passive Infrared (PIR) detection range: Haleon sensors detect walking motion from
mounting heights of up to 40 feet

Notable Features

https://16500.com/
https://insights.acuitybrands.com/new-products-blog/lithonia-lighting-homeguard-hgx-with-motion-sensor-2
https://insights.acuitybrands.com/new-products/new-sensorswitch-haleon-btp
https://insights.acuitybrands.com/new-products/new-sensorswitch-haleon-btp
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Fu l l - range  dua l  mot ion  sensors  –  200°  sensors  e l iminate  common
bl ind  spots
User - f r iend ly  contro ls  –  eas i l y  access  and ad just  contro ls  un ique ly
located  on the  s ides  o f  the  mot ion  head
Easy ,  too l - less  a iming  –  d i rect ing  the  l i ght  where  you need i t
In tegrated  v i sors  –  v i sua l l y  p leas ing  i l luminat ion  w i th  min imal
g lare
Durab i l i t y  –  IP65  ra ted  w i th  long- las t ing  LED i l luminat ion
Two co lors  –  dark  bronze  and whi te
Pr iced  compet i t i ve ly  –  aggress ive  low in i t ia l  cost
A lways  in  s tock  –  se lec t  conf igurat ions  are  ava i lab le  in  our
Contractor  Se lect™ program,  w i th  qu ick  sh ipp ing

Int roduc ing  the  new L i thon ia  L ight ing® HomeGuard Mot ion  Sensor
LED secur i t y  f lood l ight  (HGX MO) .  HGX MO expands  the  popular  HGX
secur i ty  f lood l ight  fami l y ,  featur ing  a  w ider  and denser  coverage
pat tern  that  extends  the  mot ion  sensor ’ s  f ie ld  o f  v iew and e l iminates
b l ind  spots  commonly  found underneath  mot ion  sensors .

Ava i lab le  in  the  Contractor  Se lect™ program,  HGX MO is  a lways  in
s tock  and i t s  s leek  des ign  matches  the  popular  aesthet ic  customers
love  about  the  HomeGuard fami l y .  I t  eas i l y  mounts  on  wa l l s ,  so f f i t s ,
or  eaves  and o f fers  power fu l  i l luminat ion  w i th  2 ,750 lumens .  I t ’ s
more  than a  number  –  i t ’ s  peace  o f  mind .

Notable  Features

A New Layer of Security in the HomeGuard LED Family

HomeGuard  HGX  wi th  Mot i on  Sensor

https://16500.com/
https://insights.acuitybrands.com/new-products-blog/lithonia-lighting-homeguard-hgx-with-motion-sensor-2
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